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Abstract of the contribution: This paper proposes a solution to support the 3GPP based authentication in Untrusted non-3GPP access networks with 5G systems.
Introduction
The use of 3GPP based credentials for authentication in Untrusted non-3GPP access network is part of EPC specifications. This authentication enables that users can get access (e.g. local IP connectivity) in non-3GPP networks using their PLMN subscriptions (USIM). This paper proposes a solution to support the 3GPP based authentication in Untrusted non-3GPP access networks with 5G systems.
Discussion

The solution in EPC specifications (TS 23.402) for 3GPP based authentication in Untrusted non-3GPP access network is depicted in Figure 1. The UE can use EAP-AKA or EAP-AKA’ for the authentication, and the non-3GPP access network is connected to the 3GPP AAA server in the EPC via SWa interface.
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Figure-1: EPC architecture for Authentication in Untrusted Non-3GPP access networks
To support the same type of authentication with 5G systems, the Untrusted Non-3GPP access networks should be connected to 5G system. As the authentication method and the Untrusted Non-3GPP access network should not depend on the deployed version of the 3GPP PLMN (e.g. legacy UEs and Untrusted Non-3GPP access networks should be able to interwork with PLMNs deploying 5G system), the proposed architecture (Figure 2) introduces a new SWa’ interface from the Untrusted non-3GPP network is terminated in AUSF. The functionality and the protocols used over SWa should be similar to the SWa interface.
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Figure-2: Architecture for Authentication in Untrusted Non-3GPP access networks

Beyond the authentication, the SWa interface also supports Re-Authentication and Re-Authorization procedure and HSS Initiated Detach procedure. These procedures have been specified mainly for Trusted Non-3GPP access network case. In the case of Untrusted Non-3GPP access networks the authentication procedure does not provide any subscription and special authorization information to the Non-3GPP access network, thus the re-authentication and re-authorization procedure to update the subscription and authorization information is not needed. The HSS initiated detach procedure is not necessary either as a validity time can be provided during the authentication. Therefore, it is also proposed to simplify SWa’ functionality and only support the basic authentication procedures. Note that this simplification is transparent to the Untrusted Non-3GPP access network and to the UE. 
Proposal

The following changes are proposed in TS 23.501.
*************** Start of changes *************
[XX]
3GPP TS 23.402: " Architecture enhancements for non-3GPP accesses".

[YY]
3GPP TS 33.402: "3GPP System Architecture Evolution: Security aspects of non-3GPP accesses".

*************** Next changes *************
4.2.8
Support of non-3GPP access

Editor's note:
This should include non-roaming and roaming reference architecture for support of non-3GPP access. To start with, Rel-15 will include support for untrusted access.

4.2.8.1
General Concepts to Support Non-3GPP Access

The 5G Core Network supports the connectivity of the UE via non-3GPP access networks, e.g. WLAN access.

Only the support of non-3GPP access networks deployed outside the NG-RAN (referred to as "standalone" non-3GPP accesses) is described in this clause.

In this release of specification, 5G Core Network only supports untrusted non-3GPP accesses.

The N2 and N3 reference points are used to connect standalone non-3GPP accesses to 5G Core Network control-plane functions and user-plane functions respectively.

A UE that accesses the 5G Core Network over a standalone non-3GPP access shall, after UE attachment, support NAS signalling with 5G Core Network control-plane functions using the N1 reference point.

When a UE is connected via a NG-RAN and via standalone non-3GPP accesses, multiple N1 instances shall exist for the UE i.e. there shall be one N1 instance over NG-RAN and one N1 instance over non-3GPP access.
A UE simultaneously connected to the same 5G Core Network of a PLMN over 3GPP access and non-3GPP access shall be served by a single AMF if the selected N3IWF is located in the same PLMN as the 3GPP access.
When a UE is connected to a 3GPP access of a PLMN, if the UE selects the N3IWF and the N3IWF is located in a PLMN different from the PLMN of the 3GPP access, e.g. a different VPLMN or the HPLMN, the UE is served separately by the two PLMNs. The UE is registered with two separate AMFs. PDU sessions over the 3GPP access are served by V-SMFs different from the V-SMF serving the PDU sessions over the non-3GPP access.

The PLMN selection for the 3GPP access does not depend on the N3IWF selection. If a UE is registered over a non-3GPP, the UE performs PLMN selection for the 3GPP access independently of the PLMN to which the N3IWF belongs.
Non-3GPP access networks shall be connected to the 5G Core Network via a Non-3GPP InterWorking Function (N3IWF). The N3IWF interfaces to 5G Core Network control-plane functions and user-plane functions via N2 interface and N3 interface, respectively.

A UE shall establish an IPSec tunnel with the N3IWF to attach to the 5G Core Network over untrusted non-3GPP access. The UE shall be authenticated by and attached to the 5G Core Network during the IPSec tunnel establishment procedure. Further details for UE attachment to 5G Core Network over untrusted non-3GPP access are described in 4.12.2 in TS 23.502 [3].

It shall be possible to maintain the UE signalling connection with the AMF after all the PDU sessions for the UE over the non-3GPP access have been released or handed over to 3GPP access.
N1 NAS signalling over standalone non-3GPP accesses shall be protected with the same security mechanism applied for N1 over a 3GPP access.

Independently from the use and support of user- and control plane connectivity, the 5G Core Network may also support authentication in the untrusted Non-3GPP access using the subscription of the HPLMN. The authentication functionality and supported authentication protocols are the same as the authentication in non-3GPP accesses functionality specified in 3GPP TS 23.402 [XX] and the protocols specified in 3GPP TS 33.402 [YY], but it does not include the procedures that are initiated by the HSS in EPC specifications, such as Re-Authentication and Re-Authorization procedure and HSS Initiated Detach procedure. 
Editor’s note
Reference to SA3 specification to be added.
Editor's note:
How QoS is supported via the N3IWF and untrusted non-3GPP accesses is FFS.
*************** Next of changes *************
4.2.8.2.X
Architecture for authentication in Non-3GPP Accesses
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Figure 4.2.8.2.X-1: Architecture for authentication in non-3GPP access – non-roaming

[image: image4.emf]Untrusted Non-

3GPP Access

UE

AUSF

VPLMN

Non-3GPP 

Networks

UDM

N13

Y1

SWa’

AAA proxy

HPLMN

SWd’


Figure 4.2.8.2.X-2: Architecture for authentication in non-3GPP access – roaming
*************** Next of changes *************

4.2.8.3
Non-3GPP Access Reference Points
The description of the reference points specific for the non-3GPP access:

N2, N3, N4, N6: these are defined in clause 4.2.

Y1
Reference point between the UE and the non-3GPP access (e.g. WLAN). This depends on the non-3GPP access technology and is outside the scope of 3GPP.

Y2
Reference point between the untrusted non-3GPP access and the N3IWF for the transport of NWu traffic.

NWu
Reference point between the UE and N3IWF for establishing secure tunnel(s) between the UE and N3IWF so that control-plane and user-plane exchanged between the UE and the 5G Core Network is transferred securely over untrusted non-3GPP access.

SWa’
Reference point between the untrusted non-3GPP access and the AUSF for the 3GPP PLMN based authentication in the untrusted non-3GPP access.

SWd’
Reference point between the 5G AAA proxy in the VPLMN and the AUSF for the 3GPP PLMN based authentication in the untrusted non-3GPP access.
*************** Next of changes *************

6.2.X
5G AAA proxy

The 5G AAA proxy is located in the VPLMN and supports the following functionality:

-
Proxying authentication messages between the untrusted non-3GPP access and the AUSF.

Editor's note:
when there is an update to security architecture defined by SA WG3, security functionality mapping to the overall architecture will be updated.
*************** End of changes *********************
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